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Our Commitment to Youl!

Deliver mission outcomes, Protect customer data, Provide excellent service

The agenda outlines three key drivers of modernizing government for the 21st century:

IT Modernization
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People — Workforce
of the Future

1. Modern information technology that helps Government meet customer expectations and keep data and systems secure
in the digital age.

2. Data, accountability, and transparency initiatives that deliver visibly better results to the public, while improving
accountability to taxpayers.

3. A Workforce for the 21st century that enables senior leaders and front-line managers to nimbly align staff skills with
evolving mission needs.

The President's Management Agenda lays out a long-term vision for modernizing the Federal Government in key areas that will

improve the ability of all agencies to deliver mission outcomes, provide excellent service, and effectively steward taxpayer
dollars on behalf of the American people.




Our Vision for IT Services

« Streamlined, secure and sustainable IT operations

 Self service solutions for the railroads, our customers, and the agency
users

« Established metrics that are Specific, Measurable, Achievable, Realistic,
Timely that repeatedly measure outcomes, savings to the agency, and
benefits to the community

« Enhanced Continuity of Operations and fail safe Disaster Recovery
capabilities that are routinely tested to assure confidence

« Procure and implement “as-a-service” solutions that allow for rapid
deployment with Pay-as-you-Go cost model




We Manage the risk of critical infrastructure

Asset Management —
* Provide better visibility of current hardware and software
« Enrolled in the DHS CDM Continuous Monitoring as a Service (CMaaS)
« Automatically detect unauthorized hardware and software

|ldentity Management —
« Multi-factor authentication
« Implement credential management for general users
* Implement privileged access management for system administrators

Remote Access —
« Deployed managed services for hardware encryption on mobile devices
« Upgraded Cisco ASA firewalls to strengthen InfoSec controls for VPN

Network Protection —

« Defense in Depth configuration: Intrusion Prevention System (IPS),
Network Access Control (NAC), and the Security Information and Event
Management (SIEM).



We Embrace Emerging Technology

The first look at the next generation of intelligent

business applications.

Use digital intelligence to reimagine what's possible for your business. Dynamics 365 unifies CRM and ERP
capabilities into applications that work seamlessly together across sales, customer service, field service, operations,
financials, marketing, and project service automation. Start with what you need, add applications as your business
grows. Rethink what's possible for your business when you:

+ Better engage customers

« Empower employees

+ Optimize operations

+ Reinvent products and business models



https://www.youtube.com/watch?v=Z7cq-EuAyps

We enhanced website protection: New and Improved
https:/lwww.rrb.gov

* Implemented HTTP Strict Transport Security (HSTS)
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Web portals — Digital Analytics

* Who is visiting RRB.GOV?

Device Category Users LA Users Contribution to total: | Users

69,221 69,221
al: 100.00% (69,221 % of Total: 100.00%

1. M deskiop 39,893 B7.35%
2. W mebile 23,582 33.90%
3. M tablet 6,091 B.76%




Enterprise IT Roadmap — Our journey to date
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Self Service Solutions — Focus on Rail Employer
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Self Service Solutions —=Focus on Claimant/ Annuitant
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Enterprise IT Roadmap 2.0
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Enhanced Identity Management — via Login.gov

0 https://www.login.gov/

r i

Simple and |

the public

P~ &OC 0 logingov|Home

== An official website of the United States government

HOME PLAYBOOK v SECURITY DEVELOPERS HELP v MANAGE ACCOUNT

Simple, secure access to
government services online

login.gov offers the public secure and private online access to
participating government programs. With one login.gov
account, users can sign in to multiple government agencies.
Our goal is to make managing federal benefits, services and
applications easier and more secure.

How login.gov keeps personal
information private

login.gov encrypts the personal information of each user separately,

using a unique value generated from each user’s password. Our
encryption method works like a safe deposit box in a bank vault. Only
the user has the key. Only the user can open the box to reveal the
contents. Only the user knows the password, and only the user can
decrypt their information.



Enhanced Identity Proofing & Strong Authentication

 Account Creatio

n

£= An official website of the United Stat

D LOGIN.GOV #‘;4\

les government

Enter your email address

DLOGINGOV (A

used password. That's itl

Password

Email address

Security Practice

Cancel

O LOGIN.GOV

Password strength: ...

Confirm your email

Thanks for creating an account. PJ

copy and paste the entire link into
Password safety tips

Confirm your email addi

« Cancel account creation

@ You have confirmed your email address

Create a strong password

It must be at least 9 characters long and not be a commonly

https://idp.int.identitysandbox.gov/sign_t

_request_id=aa3d1adf-fc6a-49bc-be90-
394efb93cObd&confirmation_token=sZ2BUuvFQ_RxjtYtWeP5

This link will expire in 24 hours

Secure your account

login.gov makes sure you can access your account by adding a
second layer of security.

Select an Op[iOII to secure your account:

O Text message /| SMS

Get your security code via text message / SMS.

O Phone call

Get your security code via phone call.

O Authentication application
Set up an authentication application to get your security
code without providing a phone number.

< Cancel account creation




Enhanced Identity Proofing & Strong Authentication

An official website of the United States government

* Account Validation
« Account Login

D LOGIN.GOV f;‘\
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llinois v] | soooq

State ID card Security Practices and Privac ‘ 693711| X ‘ m

Identification number ¢ Back to Openld-RRB

F123456789

Forgd

What if | don't have a valid 1D number?

« Cancel account verification

O Remember this browser for 30 days

Need another code? Get another text message. Message rates
may apply

If you can't get text messages right now, you can get a security
code via phone call

Don’t have access to your phone? Use a personal key instead

« Cancel account verification




Emphasize Data Loss Prevention

« Protects sensitive information while communicating outside RRB
« YTD: DLP Encrypt =1,494 ... Manual [encrypt] = 2,394 ... Total = 3,888
* DLP Subject Line = 249
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Data Loss Prevention (DLP) — How it Works

Email

RRB USER DLP
Server o
| \WENCRYPT
" @.com
Internal Network
ot >y, Internet @.gov
Trusted ﬂ?&(‘T\\A
DLP Rules Summary: Connection 2, ||||||| 5
INsTRE

* PIl In Subject Line = REJECT
« To either @rrb.gov or @ssa.gov = Send Unencrypted
* [Encrypt] in Subject Line = Encrypt & Send

« PIll Found During Scan = Encrypt & Send
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High Impact initiatives for Enhanced Information
Protection and CyberSecurity

* Windows Server 2012 and SQL Server 2016 migration
* Windows 10 migration

* PIV Card Network Logon

« Smart Cards for Temporary Network Access

« HTTP Strict Transport Security (HSTS)

« Upgraded Network Firewalls

« Web Application and Database Firewalls

« Carbon Black End Point Detection and Response (EDR)
« CyberArk Privileged Access Management

* Network Admission Control (NAC)

« Cisco Data Loss Prevention

« Upgraded Websense (Internet Traffic Monitoring)
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Q&A




