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What Kearney Found What We Did

“...Kearney determined that RRB did not comply with FISMA
legislation and [Office of Management and Budget] OMB
guidance and that sampled security controls selected from
[National Institute of Science and Technology Special
Publication] NIST SP 800-53, Rev. 4 demonstrated
ineffectiveness; thus, RRB’s Information Security Program did
not provide reasonable assurance of adequate security.”
Kearney noted that RRB’s ISP did not meet the fiscal year 2019
[Inspector General] IG FISMA Reporting Metrics’ definition of
“effective” because the program’s overall maturity did not
reach Level 4: Managed and Measurable.

During fiscal year 2019, Kearney determined that policies and
procedures are not regularly updated and have not been
developed for the majority of systems and controls, system
owners and information technology (IT) management failed to
communicate with each other resulting in missing security
controls and processes, and resource constraints have not
been properly addressed through changes in IT strategy.

Based on Kearney’s audit work and the instructions in fiscal
year 2019 IG FISMA Reporting Metrics, they concluded that
RRB’s ISP was not operating effectively.

What Kearney Recommends

To address the weaknesses identified in this audit, Kearney
made 19 detailed recommendations. RRB management
concurred with all 19 of the recommendations. Kearney stated
that “[iimplementing our recommended corrective actions will
help minimize the risk of unauthorized disclosure,
modification, use, and disruption of RRB sensitive, non-public
information; improve compliance with FISMA requirements;
and assist the RRB ISP reach the next maturity level.”

RRB management comments stated that the Chief Information
Officer and the Chief Information Security Officer recognize
improvement is required to have an effective ISP.
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The Office of Inspector General (OIG)
for the Railroad Retirement Board
(RRB) engaged Kearney & Company,
P.C. (Kearney) to conduct a
performance audit of the information
security program (ISP) at RRB for fiscal
year 2019. This audit, which was
conducted in accordance with the
performance audit standards
established by Generally Accepted
Government Auditing Standards, was
mandated by the Federal Information
Security Modernization Act of 2014
(FISMA). Kearney is responsible for the
audit report and the conclusions
expressed therein. RRB OIG does not
express any assurance on the
conclusions presented in Kearney’s
audit report.

The scope of this audit was information

security at the RRB during fiscal
year 2019.
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