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What We Found  
The Reports Consolidation Act of 2000 and Office of 
Management and Budget Circular A-136 require the Inspectors 
General to make a statement on what they consider to be the 
most serious management and performance challenges facing 
the agency and assess the agency’s progress in addressing those 
challenges. As required, the Inspector General’s statement was 
included in the Railroad Retirement Board’s (RRB) fiscal year 
2022 Performance and Accountability Report. 

We present the following six major management and 
performance challenges facing the RRB: 

1. Improve Agency Disability Program Integrity 

2. Improve Information Technology Security and Complete 
System Modernization 

3. Improve Management of Railroad Medicare 

4. Improve Payment Accuracy and Transparency 

5. Financial Management and Reporting Issues 

6. Compliance Concerns Identified 

Management’s Comments and Our 
Response 
RRB provided written comments, which are reprinted in 
Appendix I. While RRB management provided comments and 
disagreements with some of the challenges we identified, our 
assessment of the major challenges facing the RRB remains 
unchanged. 
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INTRODUCTION 

The Reports Consolidation Act of 2000 and Office of Management and Budget Circular A-136 
(OMB A-136) require the Inspectors General to identify what they consider the most serious 
management challenges facing their respective agency and briefly assess the agency's progress 
in addressing these challenges.1 As required, the Inspector General’s statement was included in 
the Railroad Retirement Board’s (RRB) fiscal year 2022 Performance and Accountability Report 
(PAR).2 

The RRB is an independent agency in the executive branch of the Federal Government. The 
RRB’s primary function is to administer comprehensive retirement-survivor and 
unemployment-sickness benefit programs for the nation’s railroad workers and their families, 
under the Railroad Retirement Act (RRA) and Railroad Unemployment Insurance Act (RUIA). As 
part of the retirement program, the RRB has administrative responsibilities under the Social 
Security Act for certain benefit payments and railroad workers’ Medicare coverage.3  

In fiscal year 2021, the RRB paid retirement-survivor benefits of nearly $13.3 billion to about 
519,000 beneficiaries and paid unemployment-sickness insurance benefits of approximately 
$157 million to about 41,700 claimants. The RRB also paid Coronavirus Aid, Relief, and 
Economic Security Act (CARES Act) benefits totaling $112.7 million. This year's management 
challenges are: 

 Improve Agency Disability Program Integrity 

 Improve Information Technology Security and Complete System Modernization 

 Improve Management of Railroad Medicare 

 Improve Payment Accuracy and Transparency 

 Financial Management and Reporting Issues 

 Compliance Concerns Identified 

The challenges this year include items relating to prior Office of Inspector General (OIG) 
concerns or those identified in prior audits, OIG investigations, the President’s Management 
Agenda, and areas related to the RRB’s core mission.4 Many of this year’s challenges have been 
repeatedly included in prior statements. Some have been included in one form or another for at 

                                                      
1 Office of Management and Budget (OMB), Financial Reporting Requirements, Circular No. A-136 Revised 
(Washington, D.C.: June 3, 2022).  
2 Railroad Retirement Board (RRB) Office of the Inspector General (OIG), The Office of Inspector General’s Report 
on the Railroad Retirement Board’s Financial Statements in the Fiscal Year 2022 Performance and Accountability 
Report, Report No. 23-01 (Chicago, IL: November 15, 2022). 
3 Social Security Act (42 U.S.C. § 1842(g)). 
4 The President's Management Agenda, The Biden-Harris Management Agenda Vision, 
https://www.performance.gov/pma/. 
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least eight years. Because the RRB has either dismissed our concerns or has not taken sufficient 
actions to address them, we continue to highlight these repeated critical challenges.   

Objective, Scope, and Methodology 

Our objective was to identify and assess the most serious challenges facing RRB management 
during fiscal year 2022. Our identification of management and performance challenges facing 
the RRB was based on recent audits, reviews, investigations, follow-up activities, and issues of 
concern to the OIG. 

Management’s Comments and Our Response 

As required, these management and performance challenges were provided to RRB for 
inclusion in its fiscal year 2022 PAR.5 Subsequently, RRB management provided written 
comments in its PAR, and we provided the full text of these comments in Appendix I. 

In its comments, RRB management acknowledged some of the challenges identified by OIG and 
disagreed with some of the concerns, indicating that they do not give rise to a serious 
management concern or challenge. RRB management described actions implemented, 
approaches taken, and improvements underway to improve the functions and operations of the 
agency to address the challenges identified by the Inspector General. Some of the actions 
described by the RRB did not always meet the intent of OIG recommendations nor do they 
always address the weaknesses that remain. 

While RRB management provided comments and rebuttals, our assessment of the major 
challenges facing RRB remains unchanged. As responsible public stewards, RRB management 
must implement an effective control system to ensure that all agency programs are managed 
efficiently. 

  

                                                      
5 RRB OIG Report No. 23-01. 
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RESULTS OF REVIEW 

This management information report presents the following six major management and 
performance challenges facing the RRB for fiscal year 2022. 

The full text of management’s response has been included in Appendix I. 

Challenge 1 – Improve Agency Disability Program Integrity 

Why is this a serious management challenge? The potential for fraud, abuse, and 
mismanagement in the RRB’s disability program remains high. We have reported this challenge 
repeatedly for a number of years and even issued a seven-day letter to Congress.6 Over the 
years, we have issued numerous recommendations in the form of audits, alerts, and 
memoranda directed toward increasing program integrity within the RRB's disability program. 
Investigative work in this area continues as well. As a result of my seven-day letter, Congress 
convened a hearing in 2015 to examine the RRB’s actions towards its disability program. RRB, 
however, has failed to enact substantial change and disability program integrity remains one of 
my top concerns.7 

The Long Island Rail Road (LIRR) investigation and successful fraud prosecution acts as a 
historical reminder of what occurs when internal controls are insufficient and fraud risk is not 
taken seriously. In fact, the fraud was so rampant that the United States Court of Appeals for 
the Second Circuit pointed out that “[f]raud at the LIRR was epidemic” and that it was 
“remarkable…that these percentages raised no red flags for the members of the RRB.” They 
further stated that “[i]f the RRB members were stupefied, then they were defrauded; if they 
were complicit (or co-conspirators), that would have been a ground for prosecution, not a 
defense.”8 The RRB’s continued culture focused on approving benefits is destined to repeat 
history if the Board and RRB’s management do not make meaningful and impactful program 
integrity improvements.  

The potential for the RRB’s exposure to fraud and abuse is compounded by the lack of timely 
corrective actions and the RRB’s rejection of issues identified not only in the past but in more 
recent audits. For example, five recommendations from two prior audits remain open, with one 
being over nine years old. Auditors obtained RRB agreement with these five recommendations. 
There were another 12 previous recommendations that RRB management did not concur even 
though corrective actions are still required. In response to our previous management 
challenges, the RRB acknowledged that some recommendations are still open because 
management’s intentions are to complete a detailed analysis of the recommendations and have 
a commitment to implement those program integrity improvement changes that are 
considered cost effective. However, fraud risk increases as time passes without the RRB taking 
timely corrective actions. This area also remains a challenge because the RRB previously 
                                                      
6 RRB OIG, Seven-Day Letter to Congress (Chicago, IL: February 10, 2014).  
7 U.S. House of Representatives Committee on Oversight and Government Reform’s Subcommittee on 
Government Operations Hearing, Is the Railroad Retirement Board Doing Enough to Protect Against Fraud? 
(Washington D.C.: May, 1, 2015). 
8 U.S. v. Rutigliano, 790 F.3d 389, 402 (2nd Cir. 2015). 
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reported that additional staff are needed to meet its timeliness goals and to ensure payment 
accuracy. This is discussed in further detail later in this challenge. 

Adding support to our concerns, a prior audit report, issued by the Government Accountability 
Office (GAO), conducted of the RRB’s occupational disability program reported that “…a nearly 
100-percent approval rate in a federal disability program is troubling, and could indicate lax 
internal controls in RRB’s decision-making process, weaknesses in program design, or both.”9 
The GAO report also stated that they identified these and other areas in the occupational 
disability program that require further evaluation. Because we continue to identify weaknesses 
in RRB’s disability program, the statement in GAO’s report remains valid and reflects the further 
evaluation that is needed in the occupational disability program.  

In the RRB’s fiscal year 2021 PAR, RRB management explained that the approval rate has 
remained steady over the years and that it reflects the statutory requirements for approval 
more than a measure of program integrity. They stated because of these statutory 
requirements, the many recommendations made by the OIG will not address the disability 
approval rate. In addition, RRB management explained that the GAO report cited by the OIG 
was over a decade old and asserts that the report did not actually make the conclusion that the 
approval rate was indicative of lax internal controls in RRB’s decision-making process, 
weaknesses in program design, or both. RRB management previously mentioned they 
addressed the concerns in the 2009 GAO report and subsequent OIG reports by developing the 
Disability Tracking of Physicians and Patterns (DTOPP) system to identify the issue that occurred 
in the Long Island Rail Road cases where three physicians provided a majority of the medical 
evidence, and that they are tracking patterns of disability or sickness claims reported out of a 
single railroad.10 

In the fiscal year 2021 PAR, RRB management stated that to reduce the number of pending 
cases and to improve timeliness, the Disability Benefits Division (DBD) hired additional initial 
claims examiners. The initial training phase took approximately 8 months and the new hires 
began production in fiscal year 2020. They explained that as the examiners continue to increase 
production, the Division’s overall performance will improve. In the Fiscal Year 2023 Budget 
Justification, RRB management indicated that the Office of Programs (Programs), of which DBD 
is a part, has been operating at reduced capacity for six years. As of February 1, 2022, 
27 percent of staff within Programs can retire within the next year and 34 percent can retire 
within the next three years. The sustained low staffing levels have led to backlogs in cases that 
require post award adjustments. As of March 28, 2022, the DBD had backlogs of approximately 
1,780 initial disability decisions and 2,700 early Medicare cases pending decisions. 

Although RRB management has taken some actions to address the disability program and its 
performance, many more improvements are needed as recommended by GAO, RRB OIG 
auditors, and independent public accounting firms. The RRB must not ignore Congressional 
                                                      
9 Government Accountability Office (GAO), Railroad Retirement Board: Review of Commuter Railroad 
Occupational Disability Claims Reveals Potential Program Vulnerabilities, GAO-09-821R, (Washington, D.C.: 
September 9, 2009). This review of occupational disability claims was limited to the Long Island Rail Road and 
seven other commuter railroads covered by the Railroad Retirement Act. 
10 GAO-09-821R. 
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concerns from the past nor comments made by a federal judge. RRB should advocate for 
legislative changes on behalf of the railroad community to overcome perceived statutory 
constraints, work expeditiously on closing recommendations, and ensure millions of 
unwarranted expenses are not paid to ineligible beneficiaries. If nothing changes, the RRB’s 
disability program continues to be at high risk for fraud and abuse, unnecessarily draining the 
railroad community’s social insurance funds. For fiscal year 2021, approximately $515 million in 
benefits were paid to 10,753 occupationally disabled annuitants. Additionally, the culture and 
stress of paying benefits at such a high approval rate could potentially impact the RRB’s 
disability division and its employees. Perhaps a federal disability program that, according to the 
administering agency, is set up for a near 100 percent approval rate needs to be reassessed by 
Congress.11  

Refer to Appendix A for a list of relevant reports for this challenge. 

Challenge 2 – Improve Information Technology Security and Complete 
System Modernization 

Why is this a serious management challenge? Improving cybersecurity and modernizing the 
RRB’s systems continues to be a challenge for the agency. Secure and modern information 
technology (IT) systems are vital to support the ability to meet the RRB’s core mission and 
transform its core business processes and services while safeguarding information. Managing 
cybersecurity risks is critical to the security posture of federal networks and infrastructure. The 
President’s Management Agenda requires a priority of delivering excellent, equitable, and 
secure Federal services and customer experience. In the RRB’s Fiscal Year 2023 Budget 
Justification, the RRB acknowledged that they continued to have $65 million available for IT 
projects. Approximately $39 million of the $65 million, was marked for IT modernization. The 
remaining $26 million was additional funding related to the 2019 coronavirus pandemic, 
specifically Congress provided the RRB $5 million under P.L. 116-136 (CARES Act) and 
$21 million under P.L. 117-2 (American Rescue Plan Act of 2021). Using this additional funding, 
RRB will focus on its fully funded IT initiatives and planned projects.  

In fiscal year 2023, the RRB’s following priority areas are:  

Priority 1 – Mainframe and Legacy Application Optimization in Cloud Environments, 

Priority 2 – Implement and Optimize M365,  

Priority 3 – Enterprise Telecommunications and Network Infrastructure,  

Priority 4 – Establish IT Modernization Program Management Office,  

Priority 5 – Cybersecurity,  

Priority 6 – Data Model Implementation,  

Priority 7 – Adjudication Application/Customer Views,  

Priority 8 – Citizen-Centric Services/Online Forms and Portals,   

                                                      
11 The approval rate for occupational disability claims in fiscal year 2021 was 97.47 percent. 
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Priority 9 – Paperless Processing and Secure Document Management, and  

Priority 10 – Payment Application. 

In the annual Federal Information System Modernization Act (FISMA) audits for fiscal years 
2018, 2019, 2020, and 2021, the RRB did not comply with FISMA legislation or OMB guidance. 
The sampled security controls selected from National Institute of Science and Technology 
Special Publication 800-53, Rev 4 demonstrated ineffectiveness, and thus, the RRB’s 
information security program did not provide reasonable assurance of adequate security. 
FISMA requires the RRB to report the status of its information security program to OMB and to 
the Department of Homeland Security, including an assessment of the cybersecurity of RRB 
networks and critical infrastructure. In the last published FISMA audit, RRB’s policies and 
procedures were not consistently implemented for several systems and controls, and lessons 
learned were not used for several domains across the agency.12 Additionally, the RRB’s 
information security program was not operating effectively because the program’s overall 
maturity did not reach Level 4: Managed and Measurable. A total of 10 detailed audit 
recommendations were made to address these identified weaknesses. RRB management 
concurred with all of the recommendations. RRB noted the necessary improvements needed to 
mature RRB’s program and defined the Chief Information Officer and the Chief Information 
Security Officer as planned actions to address the findings and recommendations presented in 
the audit report. We have not received any requests to close these recommendations, 
consequently all 10 remain open. For the prior year FISMA reports, the RRB has implemented 
18 recommendations and 44 remain open. 

Additional audits outside of FISMA have been completed. In a fiscal year 2022 report, auditors 
determined the RRB did not have detailed project plans to expend most of the Consolidated 
Appropriations Act, 2021 and American Rescue Plan Act of 2021 (ARPA) funds marked for the IT 
modernization initiatives.13 Auditors could not evaluate the project progress, timelines, or 
outcomes for four of the five IT initiatives and determined that $28,575,000 from four 
initiatives, or 94.7 percent of the funds, were questioned costs. In the report, auditors 
explained that in the absence of detailed project plans, the RRB faced an increased risk of 
inefficient spending, project delays, and overall project failure which hinders the RRB’s ability to 
meet mission needs, address security risks, and reduce operating costs. During the audit, RRB 
began drafting an Information Resource Management Strategic Plan in accordance with Office 
of Management and Budget (OMB) Circular A-130 to address the issues. The report included 
one recommendation for improvement. RRB management partially concurred with the 
recommendation and it remains open. 

In another fiscal year 2022 report, auditors determined the RRB did not implement sufficient 
internal controls in the mobile phones deployed as a result of the pandemic, did not have a 
records management and retention system over electronic records, or update policies in place 

                                                      
12 RRB OIG, Performance Audit of RRB’s Compliance with the Federal Information Security Modernization Act of 
2014 for Fiscal Year 2021, Report No. 22-04 (Chicago, IL: January 4, 2022). 
13 RRB OIG, The Railroad Retirement Board Did Not Have Detailed Project Plans to Expend Information Technology 
Modernization Funds, Report No. 22-10 (Chicago, IL: June 29, 2022). 
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for the mobile phones.14 In addition, RRB’s telecommuting policies were outdated and personal 
usage policies were inconsistent. As a result, auditors explained that a portion of the funding 
associated with the mobile phone deployment totaling $310,359 could have been put to better 
use. The report included 11 recommendations for improvement. RRB management concurred 
with six recommendations, partially concurred with two recommendations, and did not concur 
with three recommendations. All the recommendations remain open. 

Through the RRB’s Performance Plan as included in its Fiscal Year 2023 Budget Justification, the 
RRB established ten performance indicators for RRB’s strategic objective of Legacy Systems 
Modernization. The primary focus of this strategic objective is to complete the transformation 
to the new platform and simplify core business processes to improve the effectiveness and 
efficiency of mission-critical applications and services. This strategic objective supports 
Strategic Goal I, Modernize Information Technology Operations to Sustain Mission Essential 
Services. In addition, the RRB expanded its Strategic Goal III, Serve as Responsible Stewards for 
Our Customers’ Trust Funds and Agency Resources, by increasing its focus on Cybersecurity.  

RRB management stated that their information security program was established and is 
maintained to reasonably protect systems data and resources against internal failures, human 
errors, attacks, and natural catastrophes that might cause improper disclosure, modification, 
destruction, or denial of services. In fiscal year 2021, and continuing into 2022, RRB 
management explained that they have implemented and will expand their information security 
continuous monitoring strategy. RRB has also partnered with the Department of Homeland 
Security and believe the partnership will further improve their continuous monitoring 
compliance towards vulnerability assessment, hardware and software management, 
configuration management, and privileged account management. RRB management also stated 
that they continue to manage the risk of the critical aspects of the enterprise infrastructure, 
specifically in the areas of asset management (hardware and software), remote access, identity 
management, and network protection. 

In response to our narrative for this challenge as presented in the fiscal year 2021 PAR, RRB 
management acknowledged the IT challenge and explained that they reorganized their efforts 
to accomplish IT modernization, took a new strategic direction, transitioned the RRB's 
computer mainframe operations to the cloud, and continued to focus on further stabilizing and 
securing their legacy infrastructures by implementing additional cloud services. The RRB 
planned to procure services to begin the modernization of their mainframe beginning with the 
benefits processing system. RRB management’s comments also acknowledged the OIG’s 
concern to establish and maintain a secure and reliable IT environment for its data, 
applications, and systems. They stated that they take very seriously the FISMA mandate which 
requires adequate security protections for federal information systems and information. 

Refer to Appendix A for a list of relevant reports for this challenge. 

                                                      
14 RRB OIG, Railroad Retirement Board Did Not Implement Sufficient Internal Controls in the Mobile Phones 
Deployed as a Result of the Pandemic, Report No. 22-07 (Chicago, IL: March 17, 2022). 
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Challenge 3 – Improve Management of Railroad Medicare 

Why is this a serious management challenge? Transparency and the management of Railroad 
Medicare continues to be a challenge for the RRB. The Railroad Medicare topic fits the 
President’s Management Agenda priority of delivering excellent and equitable federal services. 
Additionally, Congress and the American public have required access to what the federal 
government spends every year and how it spends the money, including appropriations to 
federal agencies and down to local communities and businesses. Prior RRB OIG audit findings 
with 79 open recommendations over the years regarding Railroad Medicare have continued to 
raise issues of concern. RRB management concurred with 2 of these open recommendations 
and did not concur with 77 recommendations. For the reasons explained later in this challenge, 
we continue to see the need for corrective action on all open recommendations. 

According to the Social Security Act (42 U.S.C. § 1842(g)), the RRB has the authority to 
administer certain aspects of the Medicare program for qualified railroad beneficiaries. Some of 
these provisions include eligibility determination, enrollment or disenrollment, premium 
collection, processing state buy-ins, and selection of a contractor to process Medicare Part B 
claims. The RRB administers the Railroad Medicare program for railroad workers and, since 
2000, has contracted with Palmetto GBA, LLC (Palmetto), to process Medicare Part B claims on 
behalf of railroad beneficiaries.15 At the time of this challenge, Palmetto was in the process of 
recompeting for a new Medicare claims processing contract with the RRB. Initially, the RRB 
awarded the contract once again to Palmetto, but had to cancel it due to a bid protest 
submitted by Noridian Healthcare Solutions, LLC (Noridian). A bid protest is a challenge to the 
terms of a solicitation or the award of a federal contract. This new special contract would 
potentially cover the next 10 years and cost taxpayers an estimated $250 million or more.16 On 
September 27, 2022, the protest was dismissed by a GAO attorney for unpublished reasons. As 
of October 7, 2022, the RRB has yet to award a new contract to Palmetto, Noridian, or another 
vendor. Within the RRB, the Office of Programs is responsible for day to day contract oversight 
of the Railroad Medicare contract, while RRB’s Acquisition Management Division is responsible 
for successfully awarding the contract. As discussed here and in the subsequent paragraphs, the 
RRB is fully responsible for the Railroad Medicare contract. 

At the end of fiscal year 2021, approximately 459,300 qualified railroad retirement beneficiaries 
were enrolled in Medicare Part A, and over 441,600 were also enrolled in Medicare Part B. 
During fiscal year 2021 and on behalf of the RRB, Palmetto processed more than 7.9 million 
Railroad Medicare claims and paid approximately $920 million in benefit payments to providers 
for Part B services. The Centers for Medicare and Medicaid Services (CMS) 
transferred/reimbursed RRB for total expenses of $34.9 million in Railroad Medicare program 
costs during fiscal year 2021. Of that amount, approximately $19.7 million was transferred to 

                                                      
15 Palmetto GBA has been the Railroad Specialty Medicare Administrative Contractor (RRB SMAC) that processes 
Medicare Part B claims for Railroad Retirement beneficiaries nationwide. As the SMAC, Palmetto had 
administrative responsibility for processing Railroad Retirement beneficiary claims only. 
16 According to USAspending.gov and the Federal Procurement Data System, the RRB initially awarded Palmetto 
GBA contract number 60RRBH22C0080 on August 13, 2022 in response to solicitation number 60RRBH21R0011. 
According to GAO’s bid protest website, a protest was filed under number B-421010.1. The prior contract awarded 
in 2012 was number RRB12C011. 
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fund the RRB’s Palmetto contract, and $15.2 million was sent to the RRB for reimbursable 
expenses incurred for administering the program. CMS paid the RRB for these administrative 
services through an existing and ongoing cost reimbursement agreement, interagency 
agreement, and memorandum of understanding. This total expense covered both direct and 
indirect costs for the RRB, the RRB OIG, and the cost of its Palmetto contract. 

During the course of fiscal year 2022 audit fieldwork, we obtained cost per claim information 
directly from CMS and Palmetto and determined that the RRB pays a far greater claims 
processing fee than the fee paid by CMS. As it stands, the RRB is approving that Palmetto be 
paid approximately three times the amount, to process one Railroad Medicare Part B claim, as 
compared to the average processing fee that CMS pays its contractors. This is a significant 
difference considering the almost eight million claims processed by Palmetto. We provided this 
information to RRB management on June 16, 2022. 

Over the years, we have disagreed with RRB regarding the Railroad Medicare related 
responsibilities that belonged to the RRB, Palmetto, or CMS. In response to our recent audits, 
agency management continued to state that CMS is responsible for the Medicare program as a 
whole, that the RRB’s Medicare responsibilities were limited overall, and that if RRB publishes 
Railroad Medicare payment integrity information, it would result in duplicative reporting. 

For four years, OIG auditors reported that the RRB did not publish payment integrity 
information or improper payment data for Railroad Medicare and determined that Railroad 
Medicare improper payment data was not transparent in the Department of Health and Human 
Services’ (HHS) fiscal year Agency Financial Report. Twenty-nine of our previously reported 
Railroad Medicare recommendations related to improper payment reporting remain open, 
spanning fiscal years 2019 through 2022. RRB management’s position was that “[t]he [RRB] has 
consistently acknowledged its responsibilities under the Social Security Act to administer 
certain provisions of the Medicare program for the railroad [industry], including the 
administration of the [SMAC] contract with [Palmetto]. RRB does not issue Medicare payments 
to beneficiaries or providers directly. Notwithstanding the Agency’s specified Medicare 
responsibilities for railroad annuitants, the [CMS], a component of the [HHS], administers the 
Medicare program as a whole.” We disagreed and stated that under the RRB’s November 2012 
SMAC contract and April 2013 Memorandum of Understanding (MOU), the RRB was 
responsible for SMAC contract administration, oversight, and payment integrity reporting for 
the Railroad Medicare program. 

For over three years, my office has been requesting that the RRB and CMS obtain a new MOU 
outlining the claimed responsibilities. On August 31, 2022, a new MOU was finally signed by 
CMS and the RRB outlining each agency’s responsibilities for Railroad Medicare. According to 
the new MOU, CMS is responsible for calculating and reporting the improper payment rate and 
improper payment reporting for the RRB’s SMAC, Palmetto. Therefore, RRB is no longer 
responsible for reporting Railroad Medicare improper payment information effective 
August 31, 2022. Our outstanding recommendations related to Railroad Medicare improper 
payment reporting may be slightly impacted by this change or not at all.  
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As outlined in our last payment integrity report and previous payment integrity reports, there 
has been no public transparency regarding the improper payment rate of the Railroad Medicare 
program.17 The public and Congress have not been allowed access to Palmetto’s performance 
over the years, including Palmetto’s fiscal year 2021 performance in processing over 7.9 million 
claims to pay various providers $920 million. Four years of improper payment information is 
unknown to the public and Congress. The new MOU does not outline who is responsible for 
taking corrective action on past recommendations made by my office and does not mitigate 
prior issues identified by OIG auditors and investigators. 

In the fiscal year 2021 PAR, RRB management provided actions taken to address the 
management of Railroad Medicare, such as 1) prepare an annual risk assessment to determine 
SMAC vulnerabilities, 2) use the Comprehensive Error Rate Testing (CERT) improper payment 
information to prepare annual medical review strategies, 3) require the SMAC to submit an 
Improper Payment Activities Report after the final improper payment data is received, and 
4) ensure that the SMAC submits regular updates to the RRB if the improper payment rate is 
above the accepted tolerance levels. RRB’s actions are noted, however, we are emphasizing 
that past payment integrity reporting recommendations should be implemented as required by 
laws and regulations. For example, in one of our past payment integrity reports, we had a 
finding regarding the inadequacy of the CERT’s sampling approach for Railroad Medicare.18 
Auditors determined the sample size used to calculate the improper payment rate was too 
small to provide an accurate rate that the RRB could rely on to determine SMAC vulnerabilities, 
prepare medical review strategies, and use as a driver to reduce improper payments. Our 
review of nonpublic internal reports substantiated this determination by revealing an unreliable 
and ever fluctuating Railroad Medicare improper payment rate (i.e., rates from 2 percent up to 
13.7 percent).19 

We continue to disagree with RRB management that the RRB is not responsible for the 
oversight of this $30 million per year program. We stand by the recommendations made in our 
recent audit reports, many of which remain open. It is the RRB OIG’s position that until CMS 
absorbs the complete administration of the Railroad Medicare program, including contract 
oversight of Palmetto, the RRB should implement Railroad Medicare related audit 
recommendations. If not, the Railroad Medicare program will continue to lack transparency and 
in this weakened state of control, payment integrity will remain vulnerable, as no one would be 
held accountable for maintaining effective oversight of the SMAC Palmetto GBA contract. 

Due to the RRB’s indifference to oversight of the Railroad Medicare program and the waste of 
maintaining it as a separate program, there is no practical reason for its existence, thus total 
Railroad Medicare program elimination should be strongly considered as a necessary means for 

                                                      
17 RRB OIG, The Railroad Retirement Board was Not Compliant with the Payment Integrity Information Act for Fiscal 
Year 2021, Report No. 22-08 (Chicago, IL: June 16, 2022). 
18 RRB OIG, Audit of Railroad Retirement Board’s Compliance with Improper Payments Elimination and Recovery 
Act in Fiscal Year 2018 Performance and Accountability Report, Report No. 19-09 (Chicago, IL: May 30, 2019) 
19 The Comprehensive Error Rate Testing (CERT) report, dated November 2017, contained a Railroad Medicare 
improper payment rate of 10.5 percent, while the subsequent annual November reports contained a rate of 12.5 
percent, 9.3 percent, 13.7 percent, and 2.0 percent. Each CERT report warned readers to proceed with caution 
when interpreting data because of small sample sizes. 
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strengthening federal financial integrity and curbing wasteful government spending. During a 
nine-year period, from fiscal year 2013 through 2021, CMS paid the RRB approximately 
$126 million in Railroad Medicare administrative costs plus funded an additional $160 million 
for the Palmetto GBA contract. The more than $30 million in Railroad Medicare costs 
unnecessarily expended each year could be put to much better use if remedial budgetary 
oversight action is taken. 

See Appendix A for a list of relevant reports for this challenge. 

Challenge 4 – Improve Payment Accuracy and Transparency 

Why is this a serious management challenge? Recent audits and reviews have identified many 
instances where there is a need to improve payment accuracy and transparency at the RRB. 
Delivering excellent and equitable Federal services is a priority in the President’s Management 
Agenda. Data, accountability, and transparency are important factors in delivering an excellent 
and equitable Federal service to the public. This includes providing high quality and timely 
information for decision-making, determining effectiveness of government programs, and 
providing accurate and timely spending information. 

Payment Accuracy 

A series of laws in 2020 and 2021 provided economic relief to the rail community and the RRB 
during the pandemic. These laws were CARES Act, the Continued Assistance to Rail Workers Act 
(CARWA), and the ARPA. Each act provided for the payment of enhanced and extended benefits 
under the Railroad Unemployment Insurance Act to railroad beneficiaries. 

Through the CARES Act, Congress provided $425 million in funding to the RRB. The funding was 
intended to pay for an increase in unemployment benefits, with an additional $50 million 
provided to cover the cost of eliminating a waiting period for unemployment or sickness 
benefits. CARES Act funding also included $5 million to prevent, prepare for, and respond to 
coronavirus. ARPA provided the most recent pandemic funding and extended those benefit 
provisions allowed under the CARES Act. Through ARPA, Congress appropriated an additional 
$2 million to fund additional extended unemployment insurance benefits and approximately 
$28 million to remain available until expended, to prevent, prepare for, and respond to the 
pandemic. From May 2020 through August 2021, the RRB made pandemic relief benefit 
payments of more than $251 million. 

Our oversight of CARES Act funds is ongoing. In our prior reports, we determined that benefit 
payments continued to be issued without any concurrent checks against state wages and 
unemployment benefits for the same periods. This action is needed to identify potentially 
fraudulent payments.20 Auditors determined that RRB management has not addressed their 
responsibilities to increase efforts to identify potential fraud for CARES Act benefit payments 
and the need to send fraud referrals to the OIG in a timely manner. We also determined the 

                                                      
20 RRB OIG, Interim Report Regarding CARES Act Expenditures and Controls, Report No. 20-08 (Chicago, IL: 
September 28, 2020). 
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RRB was not set up to collect recoveries involving CARES Act benefit payments.21 In total, we 
have made five recommendations to address CARES Act findings, four of which remain open 
two years later. Even though the RRB did not concur with some of the recommendations, we 
believe that all of these recommendations should still be implemented as reported. Details 
regarding these prior reports can be found in our previously reported challenges. 

Our most recent pandemic funding review, Report No. 22-06, identified inconsistencies 
regarding $5 million of CARES Act outlays and obligations reported to OMB.22 Additionally, 
auditors questioned the hiring process and documentation supporting hiring decisions that 
were funded by ARPA. To address the weaknesses identified in this review, we made three 
recommendations. We recommended that 1) RRB reconcile obligations reported to determine 
the correct total for obligations charged to a $5 million technology appropriation, 2) RRB 
establish a group tasked with hiring decisions and that the group use documented and reliable 
procedures for hiring using ARPA appropriations, and 3) RRB reconsider and revise its plans for 
hiring based on ARPA appropriations. RRB management did not concur with the three 
recommendations. We continue to see the need for two of these recommendations. 

In a prior year audit of the RRB’s designated change process, we determined that RRB did not 
always ensure changes to an individual’s name, home address, direct deposit, or representative 
payee were accurate.23 The RRB’s projected error rate was 27 percent, putting approximately 
$1.3 million in benefit payments at risk for fiscal year 2019. This was discussed in detail in last 
year’s challenge. At the time of this challenge and over a year later, the RRB attempted to close 
only one of the 23 recommendations. We continue to see the need for these 
recommendations. 

Another recent OIG audit determined that the RRB’s Audit Compliance Section (ACS) did not 
accomplish its mission of verifying creditable service and compensation determinations to 
determine and verify compliance with the financial reporting requirements of the RRA and RUIA 
because they did not provide adequate audit coverage over Class I railroads or non-Class I 
railroads during fiscal years 2017 through 2020.24 As a result, $143.5 billion in reported 
creditable compensation was at risk for inaccuracies. To address this weakness, four 
recommendations were made. RRB management concurred with three recommendations and 
did not concur with one recommendation. 

In the Digital Accountability and Transparency Act of 2014 report, auditors determined that the 
RRB generally submitted complete, accurate, and excellent quality financial and award data for 
its first quarter of fiscal year 2021 publication on USASpending.gov.25 However, the report 
                                                      
21 RRB OIG, Interim Review of Railroad Retirement Board CARES Act Benefit Payments During the Pandemic, Report 
No. 21-04 (Chicago, IL: March 26, 2021). 
22 RRB OIG, Railroad Retirement Board’s Actions in Response to Pandemic Funding, Report No. 22-06 (Chicago, IL: 
March 16, 2022).  
23 RRB OIG, Improvements Needed for the Designated Change Process at the Railroad Retirement Board, Report No. 
21-11 (Chicago, IL: September 29, 2021). 
24 RRB OIG, Railroad Retirement Board Audit Compliance Section Did Not Provide Adequate Audit Coverage of 
Railroad Employers, Report No. 22-05 (Chicago, IL: February 15, 2022). 
25 RRB OIG, Audit of the RRB’s DATA Act Submission for the First Quarter of Fiscal Year 2021, Report No. 22-01 
(Chicago, IL: November 5, 2021). 
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identified exceptions with the timeliness and accuracy of procurement awards where 
improvements could be made. Auditors did not make a recommendation because this was 
already a finding in RRB OIG Report No. 20-01 and, at the time of this challenge, the RRB had 
not taken corrective action to address this recommendation, over 2 years later. 

In another recent audit report, we determined that the RRB did not always have sufficient or 
effective controls to ensure that all RUIA debts were actually recovered.26 Auditors found that 
approximately $183,858 in RUIA debts that had been identified for recovery during fiscal year 
2019 had not been properly monitored or recovered. The unrecovered RUIA debts occurred 
because of insufficient controls over the recovery process, multiple disjointed systems, a lack of 
cross-organizational communication, and ineffective monitoring. The RUIA unrecovered 
amount for fiscal year 2019 was considered questioned (unsupported) costs and improper 
payments. Lastly, there is an increased risk that other similar RUIA debts not recovered, will 
remain unrecovered. We made eight recommendations for improvement and management 
concurred with these recommendations. 

Transparency 

The transparency issues discussed below represent our most recent concerns for this area. We 
have previously reported challenges for these same audit topics over the years. Our previously 
reported concerns continue to exist and are compounded by new audit findings. 

Agencies are required to report improper payment data for the programs it administers in the 
payment integrity portion of the agency’s PAR. As discussed in Challenge 3, our most recent 
payment integrity information report determined that the RRB did not publish payment 
integrity information or improper payment data for Railroad Medicare in its fiscal year 
2021 PAR even though RRB’s contractor, Palmetto, processed $920 million in Railroad Medicare 
Part B claims. We also determined that Railroad Medicare improper payment data and rate 
continue not to be transparent in HHS’ annual Agency Financial Report. This is in direct 
opposition of the Office of Management and Budget’s intent for transparency and the concept 
of extended enterprise (i.e. a smaller program being overshadowed by a larger program). My 
office is deeply concerned with the lack of transparency of a program that is reaching 1 billion 
in payments per year. This challenge will continue each year as long as the RRB is responsible 
for the Palmetto contract, the RRB attests that HHS reports the information as required, and 
Railroad Medicare improper payment data and rate are concealed from Congress and the 
public. In our latest payment integrity report, we made nine recommendations related to 
payment integrity compliance and annual data call completeness.27 RRB management did not 
concur with the eight recommendations. We continue to disagree with the RRB’s position and 
maintain that until CMS absorbs the complete administration of the Railroad Medicare program 
including oversight of Palmetto, the RRB should implement Railroad Medicare related 
recommendations. These eight recommendations and other prior recommendations remain 
open. 

                                                      
26 RRB OIG, Controls Over Recoverable Unemployment and Sickness Overpayments Need Improvement, Report No. 
22-09 (Chicago, IL: June 24, 2022). 
27 RRB OIG, Report No. 22-08. 
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As discussed in Challenge 2, the RRB did not have detailed project plans to expend most of the 
appropriated Consolidated Appropriations Act, 2021 and ARPA funds for the IT modernization 
initiatives.28 OIG auditors could not evaluate the project progress, timelines, and outcomes for 
four of the five initiatives as part of the audit objectives. Therefore, $28.6 million in questioned 
costs from four initiatives were identified by the auditors. The report included one 
recommendation that RRB management partially concurred. The recommendation remains 
open. 

As discussed in Challenge 2, the RRB did not implement sufficient internal controls in the 
mobile phones deployed as a result of the pandemic.29 RRB did not have a records 
management and retention system over electronic records or updated policies in place for the 
mobile phones. In addition, RRB telecommuting policies were outdated and personal usage 
policies were inconsistent. As a result, a portion of the funding associated with the mobile 
phone deployment totaling $310,359 could have been put to better use. The report included 
eleven recommendations, which remain open, of which management concurred with six, 
partially concurred with three and did not concur with two recommendations respectively. 

See Appendix A for a list of relevant reports for this challenge. 

Challenge 5 – Financial Management and Reporting Issues 

Why is this a serious management challenge? Financial management and reporting issues 
continue to be a challenge for RRB management, as is outlined in many of our prior audit 
reports. This challenge encompasses financial management and reporting issues stemming 
from our concerns regarding internal controls, effectiveness of organizational functions, and 
agency operations. We discuss issues surrounding communication with the National Railroad 
Retirement Investment Trust’s (NRRIT) auditor, ineffective controls, and use of resources. Our 
audit opinion on the RRB’s fiscal year 2021 financial statements included two material 
weaknesses that are discussed in this challenge. 

Internal Controls Over Mobile Phones Need Improvement  

Auditors determined that the RRB did not implement sufficient internal controls in the mobile 
phones deployed as a result of the pandemic, did not have an electronic records management 
and retention system, or update policies in place for the mobile phones. In addition, RRB 
telecommuting policies were outdated and personal usage policies were inconsistent. 
Eleven recommendations were made related to improving the RRB’s internal controls over 
mobile phones. Of the 11 recommendations, RRB management concurred with 6, partially 
concurred with 2, and did not concur with 3. For the recommendations with which it did not 
concur, we continue to see the need for these recommendations. 

                                                      
28 RRB OIG, Report No. 22-10. 
29 RRB OIG, Report No. 22-07. 
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Internal Controls Over Unemployment and Sickness Insurance Overpayments Need 
Improvement  

We found that the RRB did not always have sufficient or effective controls to ensure that all 
RUIA debts, identified to be collected from RRA benefit payments, were actually recovered. We 
questioned approximately $183,858 in RUIA debts, identified for recovery during fiscal year 
2019, that had not been properly monitored or recovered. Because of the insufficient controls 
over the recovery process, there is an increased risk that other similar unrecovered RUIA debts 
might remain uncovered. We made eight recommendations related to improving the RRB’s 
internal controls over unemployment and sickness insurance overpayments. RRB management 
concurred with all eight recommendations. 

RRB Did Not Provide Adequate Audit Coverage of Railroad Employers  

Auditors determined that the RRB’s Audit Compliance Section (ACS) did not accomplish its 
mission of verifying creditable service and compensation determinations to determine and 
verify compliance with the financial reporting requirements of the RRA and RUIA because they 
did not provide adequate audit coverage over Class I railroads or non-Class I railroads during 
fiscal years 2017 through 2020. As a result, $143.5 billion in reported creditable compensation 
was at risk for inaccuracies. Auditors also determined that RRB ACS did not have an external 
peer review completed within the 2017 through 2020 review period or acquire adequate staff 
continuing professional education as required by Generally Accepted Government Auditing 
Standards (GAGAS). Of the four recommendations provided, RRB management concurred with 
three and did not concur with one. 

Financial Reporting 

At the time that this statement was prepared, these areas were being audited as part of our 
fiscal year 2022 financial statement audit. Therefore, our discussion in this section does not 
include developments that were included in the Independent Auditor’s Report that was 
published in November 2022.  

Since fiscal year 2013, we have rendered a disclaimer audit opinion on the RRB’s financial 
statements because OIG auditors have not been permitted to communicate with the RRB’s 
component auditor (NRRIT’s auditor), as required by financial statement audit guidance. As 
reported in the RRB’s fiscal year 2021 financial statements, the NRRIT held approximately 
$28.5 billion of the RRB’s $36.2 billion (79 percent) in assets. 

This material weakness for financial reporting has been reported since fiscal year 2014. Within 
this weakness, we discussed our fiscal year 2021 financial reporting concerns regarding 
communication with the NRRIT’s auditor. 

• Communication with the NRRIT’s Auditor 

The inability to communicate with the NRRIT’s auditor has continued into fiscal year 2022. 
NRRIT did not respond to our June 7, 2021 letter pertaining to its auditor. This lack of 
cooperation and communication with the NRRIT and its auditor prevents OIG auditors from 
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obtaining sufficient appropriate audit evidence regarding the RRB’s financial statements. Even 
though the NRRIT and the GAO entered into an MOU giving GAO access to their audit records 
for use in the governmentwide financial statements, the RRB continues to believe that we 
should not be included in this matter even though my office is tasked to conduct an audit of the 
RRB’s financial statements. During fiscal year 2022, OIG’s contracted auditor encountered the 
same denial by NRRIT disallowing the required cooperation and communication. Our concern 
with NRRIT investment decisions and NRRIT’s auditor had expanded into other areas of concern 
and is ongoing as discussed in the following paragraphs.  

In response to two Executive Orders regarding investments in Communist Chinese Military 
Companies (CCMC), RRB management determined that during fiscal year 2021 the NRRIT had 
liquidated its interests in the CCMCs.30 We could not confirm the accuracy of the NRRIT’s 
statements regarding its investments and remain skeptical because the integrity and 
competency of the NRRIT’s auditor has been an ongoing concern for the RRB and the RRB’s 
annuitants and beneficiaries over the years. However, we determined that on 
December 10, 2020 the NRRIT’s component auditor received a peer review rating of pass, 
which demonstrated improvement over their prior peer review rating of pass with deficiency. 
Even though the NRRIT component auditor obtained a rating of pass, the RRB must remain 
watchful. The Public Company Accounting Oversight Board’s (PCAOB) 2019 inspection report 
for the NRRIT component auditor, dated December 17, 2020, continued to report a significant 
number of deficiencies in the NRRIT component auditor’s financial statement audit opinions 
and audits of internal controls over financial reporting. This information was brought to the 
attention of the RRB as part of our Independent Auditor’s Report, dated November 15, 2021. 
We previously recommended that an independent committee be established to identify a 
functional solution that would enable communication between my office and the NRRIT’s 
component auditor. RRB management continued to not concur with this recommendation or 
take corrective action, we will continue to cite this issue and the need for corrective action.  

RRB has become an anomaly among its federal agency peers with its continuous annual 
acceptance of financial statement disclaimers of opinion issued under audit by accounting 
professionals. RRB management has reacted with disdain each year and has offered no solution 
and made no effort to come to the table and resolve the auditor communication and 
compliance requirement issues at hand. The NRRIT’s investments in Communist Chinese 
Military Companies and prior year PCAOB reports have offered only a glimpse into the NRRIT’s 
operations. RRB’s oversight of the more than $28 billion held by the NRRIT represents the vast 
majority of the railroad community’s retirement assets. Past audit work has determined that 
RRB’s oversight of the NRRIT is limited to occasional meetings and discussions. The law 
governing this matter was intended to guard the trust assets from investment interference; but, 
over the years it has served more to conceal potential wrongdoing. 

                                                      
30 Executive Office of the President, Executive Order (EO) 13959 of November 12, 2020, Addressing 
the Threat from Securities Investments That Finance Communist Chinese Military Companies, 
(Washington, D.C.: November 17, 2020; Amended by: EO 13974, January 13, 2021, Superseded in 
part by: EO 14032, June 3, 2021). Executive Office of the President, EO 14032 of June 3, 2021, Addressing the 
Threat from Securities Investments That Finance Certain Companies of the People's Republic of China, (Washington, 
D.C.: June 7, 2021; Supersedes in part: EO 13959, November 12, 2020 Revokes: EO 13974, January 13, 2021). 
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Deficient Internal Controls at the Agencywide Level  

In this section we discuss deficient internal controls at the agency-wide level, which is the 
second material weakness. This material weakness was originally reported in 2018 and relates 
to our audit concerns in several areas, including concerns regarding railroad service and 
compensation.  

• Ineffective Standards for Internal Control  

According to OMB guidance, an evaluation of internal controls must be performed for the 
agency as a whole. We determined that the overall system of internal control was not operating 
effectively and we reported an entity-level control material weakness. The five required 
components of internal control consist of: control environment, risk assessment, control 
activities, information and communication, and monitoring. This occurred because each of the 
required components of internal control were not designed, implemented, and operating 
effectively, consistent with GAO and OMB guidance. RRB management disagrees that our 
reporting of an entity-level control material weakness contributes to a material weakness 
affecting the preparation and fair presentation of the financial statements. RRB management 
stated that some corrective actions have been taken and others are in progress. However, RRB 
management’s last successful recommendation closure action for this area of concern occurred 
in December 2019. This area remains an audit concern and nine recommendations remain 
open. 

• IT Security and Financial Reporting Controls 

Auditors assessed eight FISMA metric domains as not effective during the fiscal years 2018, 
2019, and 2020 FISMA audits. In the fiscal year 2021 FISMA audit, it was determined that the 
RRB’s information security program was not operating effectively because the program’s 
overall maturity did not reach Level 4: Managed and Measurable. This shortfall in IT security 
controls resulted in a total of 72 recommendations, of which 54 remain open. As such, 
information system control risk was assessed as “high” in accordance with GAO’s Financial 
Audit Manual guidance. This agencywide assessment of high risk directly impacts the RRB’s 
controls supporting the agency’s financial reporting system. RRB management disagreed with 
this audit finding. We continue to see the need for corrective actions.  

• Compliance with Indirect Laws, Regulations, Contracts, Treaties, and International 
Agreements  

We determined that the RRB had not established effective policies and procedures for 
1) preventing agency noncompliance with indirect laws, regulations, and contracts; and 
2) identifying treaties and international agreements impacting the RRB or the NRRIT. These 
policies and procedures are required by Financial Audit Manual guidance. As previously 
discussed, the RRB is noncompliant with FISMA legislation, this is one example of the RRB’s 
noncompliance with an indirect law and regulation. RRB management did not concur with our 
recommendations for corrective action. Due to the significance of these audit concerns, we 
continue to see the need for corrective actions and prior audit recommendations remain open. 
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• Compliance with RRA Benefit Payment Provisions  

After being noncompliant with the RRA in the past, the RRB completed its RRA quality 
assurance reviews and established RRA compliance for fiscal year 2020 and fiscal year 2021. 
RRB management previously cited significant staffing shortages as challenges to the completion 
of their quality assurance reviews. We previously recommended that the Office of Programs 
acquire additional staffing and resources for its quality assurance reviews to ensure timely 
completion of its compliance determinations during each fiscal year. RRB management 
concurred with our recommendation; however, the recommendation remains open. 

• Controls Over Railroad Service and Compensation 

We determined that RRB controls over creditable and taxable compensation were inadequate 
due to insufficient audit coverage. The RRB’s ACS established a program of railroad employer 
audits to review the accuracy of railroad service and compensation. However, this program has 
not been an effective control for ensuring the accuracy of compensation. Compensation was 
the basis for approximately $6.2 billion of payroll taxes received by the RRB during fiscal 
year 2019 and $5.1 billion of payroll taxes received during fiscal year 2020. From fiscal year 
2017 through fiscal year 2020, ACS only completed two audits. Additionally, ACS has not 
completed an audit of the largest Class 1 railroads since 2016. According to the RRB, the lack of 
completed audits by ACS was due to insufficient staffing and funding. RRB noted that as of 
September 30, 2021, staffing increased to 6.5 FTEs, 1 audit had been completed, and 3 audits 
were in progress, none of which were Class 1 railroads. Due to the materiality of payroll taxes 
collected and lack of ACS audits, we continue to see the need to report this deficiency in 
internal control.  

The magnitude and severity of this railroad retirement program deficiency has been concealed 
for many years from the railroad workers who place their trust in the RRB to ensure the 
financial integrity of their hard earned wages. Without an effective audit and compliance 
mechanism, the future may hold dire consequences for the railroad industry and may lead to 
unforeseen reductions in railroad retirement benefits and program failure. Due to these audit 
concerns, the lack of corrective actions for most of these recommendations, and 
unimplemented corrective actions for prior reports with financial management and reporting 
concerns, agency action is needed to address this challenge.  

Refer to Appendix A for a list of relevant reports for this challenge. 

Challenge 6 – Compliance Concerns Identified 

Why is this a serious management challenge? Recent OIG audits have determined that the RRB 
was noncompliant with various guidance. Noncompliance can have a far-reaching impact on the 
protection of federal trust funds, assets, information security, governmentwide improper 
payments, transparency, and the effectiveness of agency operations. Our recent audits found 
that the RRB was noncompliant in several areas, as discussed in this challenge. 
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Pandemic Relief Acts  

As discussed in Challenge 4, we issued OIG Report No. 22-06 to present recommendations and 
updates on prior issues raised during our oversight of RRB’s actions while implementing the 
CARES Act and the subsequent related laws.31 In addition to the updates provided, we 
identified inconsistencies regarding $5 million of CARES Act outlays and obligations reported to 
OMB and questioned the hiring process and documentation supporting those hiring decisions 
funded under ARPA. Sections 15010 and 15011 of the CARES Act required Federal agencies to 
report on the use of these funds in coordination with OMB.32 We recommended that RRB 
1) reconcile obligations reported to determine the correct total for obligations charged to a 
$5 million technology appropriation, 2) establish a group tasked with hiring decisions and that 
the group use documented and reliable procedures for hiring using ARPA appropriations, and 
3) reconsider and revise its plans for hiring based on ARPA appropriations. RRB management 
did not concur with the three recommendations. We continue to see the need for these 
recommendations. 

As discussed in Challenge 4, our oversight of CARES Act funds is ongoing. In prior years, we 
issued OIG Report No. 20-08 which addressed concerns about the RRB’s purchase and 
deployment of mobile phones, as well as CARES Act benefit payments being issued without any 
concurrent checks against state data for the same periods.33 We also issued OIG Report 
No. 21-04 which discussed concerns about identifying potential fraud for CARES Act benefit 
payments and the resources committed to implement an automated debt recovery process for 
CARES Act benefit payments.34 For both Report No. 21-04 and Report No. 20-08, we made a 
total of five recommendations, four of which remain open at the time of this challenge. The 
intent of our corrective actions is to assist RRB management in ensuring compliance, 
transparency, and fiscal accountability under the CARES Act. We continue to see the need for 
these recommendations to be implemented. 

As discussed in Challenge 2, auditors determined that the RRB did not have detailed project 
plans to expend most of the appropriated Consolidated Appropriations Act, 2021 and ARPA 
funds for the IT modernization initiatives.35 The audit determined that in the absence of 
detailed project plans, the RRB faces an increased risk of inefficient spending, project delays, 
and overall project failure hindering RRB’s ability to meet mission needs, address security risks, 
and reduce operating costs. OMB Circular A-130 refers to developing and maintaining 
information resources by using an Information Resource Management Strategic Plan, which 
RRB began drafting during this audit. Auditors made one recommendation that the RRB 
partially concurred with. We continue to see the need for this recommendation. 

As discussed in Challenge 2, our recent audit of the mobile phones deployed by the RRB as a 
result of the pandemic showed the RRB did not implement sufficient internal controls as 

                                                      
31 RRB OIG, Report No. 22-06. 
32 Pub. L. No. 116-136 (2020). 
33 RRB OIG, Report No. 20-08. 
34 RRB OIG, Report No. 21-04. 
35 RRB OIG, Report No. 22-10. 
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required by GAO’s Standards for Internal Control.36 Our compliance concerns arose from the 
fact that the RRB did not have a records management and retention system over electronic 
records or updated policies in place for the mobile phones.37 In addition, RRB telecommuting 
policies were outdated and personal usage policies were inconsistent. The report made 
11 recommendations. RRB management concurred with six recommendations, partially 
concurred with two recommendations and did not concur with three recommendations. The 
recommendations remain open. 

Improper Payment Reporting  

During our mandated payment integrity audit, we determined that the RRB was noncompliant 
with the Payment Integrity Information Act of 2019 for the fourth consecutive year for its 
Railroad Medicare program.38 We cited the RRB with noncompliance because the RRB did not 
disclose Railroad Medicare payment integrity information or the performance of the RRB’s 
SMAC, Palmetto, to the public, the President, and Congress. During our most recent payment 
integrity audit, we determined that 1) the RRB had $122.8 million in projected Railroad 
Medicare improper payments, 2) the RRB did not have a Railroad Medicare corrective action 
plan to address root causes and reduce unreported improper payments, 3) the RRB did not 
publish a corrective action plan for fiscal year 2021, and 4) the RRB had an unpublished and 
unreported gross improper payment rate of 13.7 percent, above the 10 percent threshold. To 
date, the Railroad Medicare program is approaching $1 billion annually. In response to the prior 
audits, RRB management maintained that CMS was responsible for reporting all past Railroad 
Medicare data and if it reported the data it would duplicate the data reported by CMS. 

As discussed in Challenge 3, the RRB has made some progress addressing these challenges. OIG 
auditors determined the RRB obtained a new MOU with CMS regarding Railroad Medicare 
responsibilities. This MOU was signed on August 31, 2022 and indicated that CMS is now 
responsible for calculating and reporting improper payment information for the performance of 
RRB’s SMAC Palmetto. Conversely, the MOU did not speak to who was responsible for 
addressing recommendations prior to August 31, 2022. In each of our most recent payment 
integrity reports, OIG auditors determined that the public or Congress could not ascertain 
Railroad Medicare information in HHS’s annual fiscal year Agency Financial Report. Only access 
to nonpublic internal reports would reveal the unreliable and ever fluctuating Railroad 
Medicare improper payment rate (i.e., rates from 2 percent up to 13.7 percent). At the time of 
this challenge, RRB management had not taken the corrective actions required by legislation on 
any of the recommendations previous to the August 31, 2022 MOU. The OIG’s outstanding 
recommendations related to Railroad Medicare improper payment reporting may be slightly 
impacted by the MOU. 

As discussed in Challenge 3 and 4, there has been no public transparency regarding the 
improper payment rate of the Railroad Medicare program. Four years of improper payment 
information is unknown to the public and Congress. Unless RRB advocates for more transparent 
                                                      
36 RRB OIG, Report No. 22-07. 
37 National Archives and Records Administration (NARA), Guidance on Managing Electronic Messages, Bulletin 
2015-02 (Washington, D.C.: July 29, 2015). 
38 RRB OIG, Report No. 22-08. 
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payment integrity reporting, Palmetto’s and the RRB’s work in preventing improper payments 
will continue to be hidden and continue to be noncompliant with OMB Circular A-123. 

Information Technology Security 

As discussed in Challenge 2, the RRB has been noncompliant with FISMA legislation and OMB 
guidance for four consecutive years.39 Although agency management acknowledged the need 
for improvement, corrective actions have only been made for 18 of the 72 recommendations 
issued in the FISMA reports for fiscal years 2018 through 2021. Compliance with applicable 
authoritative guidance continues to be a challenge for RRB management as discussed in the 
audit reports referenced for this challenge, as well as other prior compliance audits conducted 
by our office or through our contracted audits. Many compliance related recommendations 
from our prior reports remain open. We remain concerned about RRB’s efforts to be compliant 
with authoritative guidance. 

Refer to Appendix A for a list of relevant reports for this challenge. 

Through audits, investigations, and other follow-up activities, we will continue our oversight of 
the challenges discussed in this report. We encourage RRB to take meaningful action to address 
these challenges to prevent fraud, waste, and abuse in RRB programs and operations, and to 
adhere to applicable authoritative guidance. 

 

Original Signed By: 

 

Martin J. Dickman 
Inspector General 
October 14, 2022 
 
  

                                                      
39 RRB OIG, Report No. 22-04.  
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APPENDIX I: MANAGEMENT’S COMMENTS 
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APPENDIX II: AUDIT REPORTS 

Please visit https://www.rrb.gov/OurAgency/InspectorGeneral/Library for our audit reports 
listed in this appendix. 

Improve Agency Disability Program Integrity 

Railroad Retirement Board (RRB) Office of Inspector General (OIG), Audit of Job Duty 
Verification Procedures for Long Island Rail Road Occupational Disability Applicants, 
Report No. 13-02 (Chicago, IL: January 15, 2013).  

RRB OIG, Control Weaknesses Diminish the Value of Medical Opinions in the Railroad 
Retirement Board Disability Determination Process, 
Report No. 16-05 (Chicago, IL: March 9, 2016).  

RRB OIG, The Implementation of the Disability Program Improvement Plan at the Railroad 
Retirement Board Did Not Result in a Fully Established Fraud Risk Assessment Process, 
Report No. 19-15 (Chicago, IL: September 27, 2019).  

RRB OIG, The Railroad Retirement Board Disability Programs Do Not Effectively Consider Fraud 
Risk Indicators in the Disability Decision Process, 
Report No. 19-16 (Chicago, IL: September 27, 2019).  

RRB OIG, The Use of Medical Experts During Disability Determinations at the Railroad 
Retirement Board Can Be Improved, Report No. 19-17 (Chicago, IL: September 27, 2019).  

RRB OIG, The Railroad Retirement Board's Disability Briefing Document Process Was Not Fully 
Effective, Report No. 21-07 (Chicago, IL: August 16, 2021). 

Improve Information Technology Security and Complete System Modernization 

RRB OIG, Performance Audit of RRB's Compliance with the Federal Information Security 
Modernization Act of 2014 Fiscal Year 2018, Report No. 19-03 (Chicago, IL: December 19, 2018).  

RRB OIG, Performance Audit of RRB's Compliance with the Federal Information Security 
Modernization Act of 2014 Fiscal Year 2019, Report No. 20-04 (Chicago, IL: December 18, 2019).  

RRB OIG, Performance Audit of RRB's Compliance with the Federal Information Security 
Modernization Act of 2014 Fiscal Year 2020, Report No. 21-03 (Chicago, IL: January 14, 2021).  

RRB OIG, Performance Audit of RRB's Compliance with the Federal Information Security 
Modernization Act of 2014 for Fiscal Year 2021, Report No. 22-04 (Chicago, IL: January 4, 2022).  

RRB OIG, Railroad Retirement Board Did Not Implement Sufficient Internal Controls in the 
Mobile Phones Deployed as a Result of the Pandemic, 
Report No. 22-07 (Chicago, IL: March 17, 2022).  

https://www.rrb.gov/OurAgency/InspectorGeneral/Library
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RRB OIG, The RRB Did Not Have Detailed Project Plans to Expend Information Technology 
Modernization Funds, Report No. 22-10 (Chicago, IL: June 29, 2022).  

Improve Management of Railroad Medicare 

RRB OIG, Railroad Retirement Board Did Not Calculate Reimbursed Medicare Costs in 
Accordance with Federal Requirements, Report No. 16-10 (Chicago, IL: August 22, 2016).  

RRB OIG, Audit of Railroad Retirement Board's Compliance with Improper Payments Elimination 
and Recovery Act in Fiscal Year 2018 Performance and Accountability Report, 
Report No. 19-09 (Chicago, IL: May 30, 2019).  

RRB OIG, Railroad Medicare Controls Over Evaluation and Management Services Were Not Fully 
Adequate, Report No. 19-10 (Chicago, IL: August 5, 2019).  

RRB OIG, Audit of Railroad Retirement Board's Compliance with Improper Payments Reporting 
in the Fiscal Year 2019 Performance and Accountability Report, 
Report No. 20-06 (Chicago, IL: May 12, 2020).  

RRB OIG, The Railroad Retirement Board was Not Compliant with the Payment Integrity 
Information Act for Fiscal Year 2020, Report No. 21-05 (Chicago, IL: May 17, 2021).  

RRB OIG, The Railroad Retirement Board was Not Compliant with the Payment Integrity 
Information Act for Fiscal Year 2021, Report No. 22-08 (Chicago, IL: June 16, 2022).  

Improve Payment Accuracy and Transparency 

RRB OIG, Management Information Report: Interim Report Regarding CARES Act Expenditures 
and Controls, Report No. 20-08 (Chicago, IL: September 28, 2020).  

RRB OIG, Management Information Report: Interim Review of Railroad Retirement Board CARES 
Act Benefit Payments During the Pandemic Report, 
Report No. 21-04 (Chicago, IL: March 26, 2021).  

RRB OIG, The Railroad Retirement Board was Not Compliant with the Payment Integrity 
Information Act for Fiscal Year 2020, Report No. 21-05 (Chicago, IL: May 17, 2021).  

RRB OIG, The Railroad Retirement Board's Disability Briefing Document Process Was Not Fully 
Effective, Report No. 21-07 (Chicago, IL: August 16, 2021).  

RRB OIG, Improvements Needed for the Designated Change Process at the Railroad Retirement 
Board, Report No. 21-11 (Chicago, IL: September 29, 2021). 

RRB OIG, Audit of the RRB’s DATA Act Submission for the First Quarter of Fiscal Year 2021, 
Report No. 22-01 (Chicago, IL: November 5, 2021). 

RRB OIG, Railroad Retirement Board Audit Compliance Section Did Not Provide Adequate Audit 
Coverage of Railroad Employers, Report No. 22-05 (Chicago, IL: February 15, 2022). 
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RRB OIG, Management Information Report - Railroad Retirement Board's Actions in Response to 
Pandemic Funding, Report No. 22-06 (Chicago, IL: March 16, 2022). 

RRB OIG, Railroad Retirement Board Did Not Implement Sufficient Internal Controls in the 
Mobile Phones Deployed as a Result of the Pandemic, 
Report No. 22-07 (Chicago, IL: March 17, 2022). 

RRB OIG, The Railroad Retirement Board was Not Compliant with the Payment Integrity 
Information Act for Fiscal Year 2021, Report No. 22-08 (Chicago, IL: June 16, 2022). 

RRB OIG, Controls Over Recoverable Unemployment and Sickness Overpayments Need 
Improvement, Report No. 22-09 (Chicago, IL: June 24, 2022). 

RRB OIG, The RRB Did Not Have Detailed Project Plans to Expend Information Technology 
Modernization Funds, Report No. 22-10 (Chicago, IL: June 29, 2022).  

Financial Management and Reporting Issues 

RRB OIG, Report on the Railroad Retirement Board's Financial Statements Fiscal Year 2021, 
Report No. 22-02 (Chicago, IL: November 15, 2021). 

RRB OIG, Performance Audit of RRB's Compliance with the Federal Information Security 
Modernization Act of 2014 for FY 2021 - Abstract, 
Report No. 22-04 (Chicago, IL: January 4, 2022). 

RRB OIG, Railroad Retirement Board Audit Compliance Section Did Not Provide Adequate Audit 
Coverage of Railroad Employers, Report No. 22-05 (Chicago, IL: February 15, 2022). 

RRB OIG, Railroad Retirement Board Did Not Implement Sufficient Internal Controls in the 
Mobile Phones Deployed as a Result of the Pandemic, 
Report No. 22-07 (Chicago, IL: March 17, 2022). 

RRB OIG, Controls Over Recoverable Unemployment and Sickness Overpayments Need 
Improvement, Report No. 22-09 (Chicago, IL: June 24, 2022). 

Compliance Concerns Identified 

RRB OIG, Performance Audit of RRB's Compliance with the Federal Information Security 
Modernization Act of 2014 Fiscal Year 2018, Report No. 19-03 (Chicago, IL: December 19, 2018).  

RRB OIG, Performance Audit of RRB's Compliance with the Federal Information Security 
Modernization Act of 2014 Fiscal Year 2019, Report No. 20-04 (Chicago, IL: December 18, 2019).  

RRB OIG, Audit of Railroad Retirement Board's Compliance with Improper Payments Reporting 
in the Fiscal Year 2019 Performance and Accountability Report, 
Report No. 20-06 (Chicago, IL: May 12, 2020).  
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RRB OIG, Management Information Report: Interim Report Regarding CARES Act Expenditures 
and Controls, Report No. 20-08 (Chicago, IL: September 28, 2020).  

RRB OIG, Performance Audit of RRB's Compliance with the Federal Information Security 
Modernization Act of 2014 Fiscal Year 2020, Report No. 21-03 (Chicago, IL: January 14, 2021).  

RRB OIG, Management Information Report: Interim Review of Railroad Retirement Board CARES 
Act Benefit Payments During the Pandemic Report, 
Report No. 21-04 (Chicago, IL: March 26, 2021).  

RRB OIG, The Railroad Retirement Board was Not Compliant with the Payment Integrity 
Information Act for Fiscal Year 2020, Report No. 21-05 (Chicago, IL: May 17, 2021).  

RRB OIG, Audit of the Purchase Card Program at the Railroad Retirement Board, 
Report No. 21-06 (Chicago, IL: May 27, 2021).  

RRB OIG, Railroad Retirement Board Bureau of Fiscal Operations Sections' Functions Need 
Improvement, Report No. 21-08 (Chicago, IL: September 1, 2021).  

RRB OIG, Performance Audit of RRB's Compliance with the Federal Information Security 
Modernization Act of 2014 Fiscal Year 2020, Report No. 22-04 (Chicago, IL: January 4, 2022). 

RRB OIG, Management Information Report - Railroad Retirement Board's Actions in Response to 
Pandemic Funding, Report No. 22-06 (Chicago, IL: March 16, 2022). 

RRB OIG, RRB Did Not Implement Sufficient Internal Controls in the Mobile Phones Deployed as 
a Result of the Pandemic, Report No. 22-07 (Chicago, IL: March 17, 2022).  

RRB OIG, The Railroad Retirement Board was Not Compliant with the Payment Integrity 
Information Act for Fiscal Year 2021, Report No. 22-08 (Chicago, IL: June 16, 2022). 

RRB OIG, The RRB Did Not Have Detailed Project Plans to Expend Information Technology 
Modernization Funds, Report No. 22-10 (Chicago, IL: June 29, 2022). 
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